
CYBER NEWS 		  Issue 3

Cyber News

Think Random!

Wouldn’t you love to 
find a way of creating a 
password that is easy to 
remember and really strong?  

Well there is a very simple way 
to create strong and memorable 
passwords.
 
Strong passwords don’t have 
to be a confusing array of 
special characters, numbers 
and letters that are virtually 
impossible to remember.  
The National Cyber Security 
Centre recommends using 
three random words to create 
a memorable password.  To 
increase the strength and meet 
many password requirements 
you should also add at least one 
number and special character. 

WORKING TOGETHER TO PROTECT OUR NETWORK

The three random words should 
not be anything someone 
else could easily guess such 
as the names of your partner, 
children or pets, or your 
favourite holiday destination.  

You could pick three things you 
can see around you or three 
words about your favourite book, 

music group, sport, film, hobby, 
or even a memorable day, 
though we wouldn’t recommend 
using your wedding day.  

The three random words 
could be about anything, just 
make sure they are easy for 
you to remember but hard 
for anyone else to guess.



Windows 10 is Coming

All NHS organisations  
are required to replace 
their Windows 7 
operating system on 
all PCs and laptops by 
December 2019.

This deadline must be 
achieved as Microsoft are 
withdrawing all Windows 
7 product support by 
the 14 January 2020, 
meaning the software 
will no longer receive 
security updates from Microsoft, 
increasing the likelihood that 
any future vulnerabilities will 
become known and exploited 
by cyber attackers.  

Alongside this upgrade we will 
also be introducing Advanced 
Threat Protection (ATP) which 
offers an additional level of 
security to our network.  

All compatible devices will be 
upgraded to Windows 10.  

Applications are currently being 
tested to identify any which 
may be incompatible, this work 
will continue over the coming 
months due to the significant 
number of applications used 
across our networks.

The upgrade to Windows 10 
commenced in January and will  
continue throughout 2019. 

Sites and departments will be 
contacted over the coming 
months to schedule their 
upgrade.



Everyone is aware of phishing emails that are sent to many 
people asking for sensitive information but fraudsters don’t 
just rely on email to try and trick you into sharing sensitive 
information such as passwords and bank details, they can 
also use social media, SMS text messages or phone you.

Phone phishing or vishing, is the criminal practice of using 
the telephone system to gain access to personal and financial 
information from customers for the purpose of committing fraud 
and smishing uses SMS text messages.

It is not unusual to receive these types of phone calls or text 
messages and it is usually only the most sophisticated ones that 
are likely to fool you.

Just like the phishing emails the fraudsters try to create a sense 
of urgency and voice of authority to gain your attention and build 
a sense of trust.  They may suggest that they are working for a 
reputable organisation to create a sense of authority and try to 
persuade you to share information that you wouldn’t normally 
share.

It is easy for these scams to slip through the net when you are 
busy and as this is the busiest time of the year for the NHS, the 
fraudsters may try and take advantage of this. 

Something ‘ishy

Phishing 

Untargeted, mass emails sent 
to many people  asking for 
sensitive information (such as 
bank details) or encouraging 
them to visit a fake website.

Smishing

Phishing via SMS: mass 
text messages sent to 
users asking for sensitive 
information (eg bank details) 
or encouraging them to visit a 
fake website.

Vishing

Phishing via phone calls:  
Making phone calls or 
leaving voice messages 
masquerading to be from 
reputable companies to gain 
sensitive information

How to protect yourself from Vishing and 
Smishing

•	 Be wary of incoming calls – before giving out any 
information to someone, call the company directly 
to verify the need for the information.  Use the phone 
number displayed on their official website.  

•	 Don’t call a number left in a voicemail or text message 
– before calling a number verify the number is authentic 
by checking the company’s website.

•	 Do not reply to any emails or texts if you are unsure  
of the sender.

•	 Download apps through official channels - always 
download applications from iTunes or Google Play store.

•	 Don’t click links from unverified senders in texts 
and emails.



Cyber Security Week

Sherwood Forest Hospitals 
NHS Foundation Trust held 
a cyber security week in 
December to raise awareness 
of a range of cyber security 
risks and help people to stay 
safe online.

The Trust’s Information 
Governance team, with support 
from the NHIS Cyber Security 
team, ran the week which 
included an information stall in 
the King’s Treatment Centre at 
King’s Mill Hospital.

The stall offered visitors and 
patients tips on how to stay 
safe online.

Advice and guidance included 
how to spot phishing emails, 
checking if email addresses 
had been compromised, 
the importance of strong 

passwords and tips on how to 
create strong but memorable 
passwords.  

Visitors to the stall were able 
to use Kaspersky’s password 
check website (https://
password.kaspersky.com/) 
to see how easily a weak 

password such as ‘Password1’ 
can be cracked and comparing 
this to a password using three 
random words.  

People who visited the stall 
found it useful and took away 
tips to improve their security 
online.
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